Course Project

Course Number: SEC285
Module 6: Asymmetric Key Encryption and Password Policy Enforcement

Submission Due: End of Week 8

Objectives
In module 3, we learned the critical role that identification and access management (IAM) (e.g., multi factor authentication) play in protecting computing resources. In module 5, we integrated physical security with the use of sensors and intelligent software.

This week we continue to address technical and administrative controls regarding encryption and password policy enforcement. We will implement secure file management and password policies to mitigate risks to enterprise data assets.

Deliverable for Module 6
The PowerPoint project deliverable template should include the following content
1. A screenshot that shows the content of the plaintext and encrypted file, respectively.
2. A screenshot that shows a single encrypted file, the process of decrypting the encrypted file, and the list of both the encrypted file and the original plaintext file after decryption.
3. A screenshot that shows the “Account locked” message on the logon screen.

Prerequisite
This module assumes that you have successfully completed Modules 1 through 5.  
Equipment and Software Needed
· laptop
· Ubuntu VM
· Kali VM




Procedure
To address security vulnerabilities of a Linux Operating System environment, a Linux administrator needs to complete various tasks such as:
· Disable unnecessary services 
· Enhance user management 
· Implement a stateful firewall to allow access from approved hosts only 
· Enhance logging and network time management
· Implement an effective patch management system
· Encrypt data at rest and in transit
· Enforce logging of activities on the server
· Implement security controls to protect against dictionary and bruteforce attacks
· Enforce forensic deletion of files
In Module 6, we will implement three of the above recommendations: encryption of data at rest, forensic deletion of files, and password policy enforcement.
Specially, we will 
· Implement asymmetric key encryption (using the Public and Private key pair) using GPG.
· Permanently delete files using the shred command.
· Modify configuration files to enforce password policies.

Part 1. Asymmetric Key Encryption
RRequiring a strong password during log in is a good practice, but it could be easily bypassed with some tools or using bootable recovery drives. Using encryption to secure your important files and folders adds a layer of security. 

Among various symmetric and asymmetric encryption standards & tools available to password protect your important documents, Gnu Privacy Guard (GPG) is an open source implementation of Pretty Good Privacy (PGP) asymmetric encryption protocol. It generates a pair of Public and Private keys to encrypt and decrypt your files.

1. Open a terminal window in Kali Linux VM and type gpg --help | more to view the options available to the gpg command. Press the space bar to go over the remaining pages. Notice the “--generate-key” option displayed on the second screen capture below.
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2. As shown in the screen capture above, type gpg --generate-key in the terminal window to generate a new public and private key pair. Enter the required information: real name and email address. Enter capital letter O to confirm and proceed. Supply a password you will remember and confirm.
3. You may be prompted to re-create the passphrase if what you entered was too simple. You can keep the same weak passphrase by clicking on Take this one anyway. This is not the best practice in a production environment.
[image: ]
4. Upon completion of the public and private key pair generation, you see a screen like the one below. Pay attention to a few key pieces of information as highlighted.
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5. Type gpg --list-secret-keys and gpg --list-keys to view the key pair you have just created. Note that the commands we will use going forward were listed earlier in Step 1 (type gpg --help | more). See the screen capture below for more information regarding the commands.
[image: ]



6. Now we are ready to encrypt and decrypt files using gpg. In the terminal window, enter nano testfile.txt to open a blank document. Type the “This is a test file that we will encrypt with gpg.” sentence as shown below. Press CTRL+O and Enter to save, and then CTRL+X to exit the nano editor.
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7. Type cat testfile.txt in the terminal window to display and view the content of the file you just created. In plaintext, this file is visible to anyone who is not authorized to view its content. This is a violation of data or information confidentiality. 
[image: ]
8. Type gpg -c testfile.txt to encrypt the file, as shown in the screen capture above. Type ls test* to view or list the plaintext file with txt extension and the encrypted file with gpg extension.
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9. Use the cat command to display both the plaintext and encrypted files, respectively, as shown in the screen capture above. Take a screenshot of your output and paste it in the PPT deliverable template for Module 6.
10. As part of best practice, we will now permanently delete the original plaintext file after the encryption process. At the command prompt, type shred --help | more to browse through various options available to the shred command as shown in the two screen captures below.
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11. Type shred -v -n 30 -u -z testfile.txt to permanently remove the plaintext testfile.txt from the computer. See explanation of each option used in the shred command below.
-v: Verbose (show progress)
-n: Overwrite n times (varies from the default 3 iterations)
-u: Truncate and remove file after overwriting
-z: Add a final overwrite with zeros to hide shredding
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12. With the original plaintext file permanently removed, the file owner needs to decrypt the now encrypted file before reading its content. Type ls test* command to list the encrypted file, type gpg testfile.txt.gpg to decrypt the file, and type ls test* again to list encrypted and plaintext files as shown in the screen capture below. Take a screenshot of your output. Paste it in the PPT deliverable template for Module 6.
[image: ]
13. Type cat testfile.txt to view the content of the decrypted file.
[image: ]


Part 2. Password Policy Enforcement
In dictionary attacks, attackers use a file with hundreds of thousands of well-known passwords to attempt to guess a user's password. While a dictionary attack is not guaranteed to find an end user's password (if the password is not in the dictionary file), a bruteforce attack attempts to guess the password by using all possible combinations of characters. Given enough time, a bruteforce attack will always be successful. 
To harden a Linux operating system, one technique is to make it impossible for attackers to carry out such attacks.
1. Login to the Ubuntu VM.
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2. Open a terminal window and type sudo nano /etc/pam.d/common-password to edit the
file, as shown above. 

3. Use the down arrows to navigate to the end of the file. Add the following two lines at the end of the document to keep track of password history and stop users from reusing last five passwords.

	auth sufficient pam_unix.so likeauth nullok
password sufficient pam_unix.so remember=5
Your screen should look like the screen capture below. Press CTRL+O and ENTER to save, and then CTRL+X to exit.
[image: ]
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4. In the terminal window, type sudo nano /etc/pam.d/common-auth, as shown in the screen capture above. Press CTRL+O and ENTER to save, and then CTRL+X to exit.

5. Add the line below at the beginning of the file, as shown in the screen capture below.
auth required pam_tally.so onerr=fail deny=3 unlock_time=300
This enforces a lockout policy. After three failed attempts to access a user account, the user account is blocked for 300 seconds (i.e., 5 minutes). 
[image: ]
[image: ]	[image: ]
6. Log out of your user account as shown above. On the logon screen, enter an incorrect password more than three times to trigger the “Account locked due to x failed logins” message as shown above. Take a screenshot of your logon screen with the message and paste it in the PT deliverable template for Module 6.
[image: ]

7. Another good practice is to set the password to expire after 60 days. In the terminal window, type sudo nano /etc/login.defs. As shown in the screen capture above, enter the following line at the end of the file:
PASS_MAX_DAYS 60
Press CTRL+O and ENTER to save, and then CTRL+X to exit.
Note that there are many more configuration options available to enforce an enterprise password policy and mitigate data breach risks.
image1.png
a al - r¢
File e a
root@kali:~#{apa __help | more |

gpg (GnuPG) 2.2.12

Libgcrypt 1.8.4
Copyright (C) 2018 Free Software Foundation, Inc.
License GPLv3+: GNU GPL version 3 or later <https://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Home: /root/.gnupg

Supported algorithms:

Pubkey: RSA, ELG, DSA, ECDH, ECDSA, EDDSA

Cipher: IDEA, 3DES, CAST5, BLOWFISH, AES, AES192, AES256, TWOFISH
CAMELLIA128, CAMELLIA192, CAMELLIA256

Hash: SHAL, RIPEMD160, SHA256, SHA384, SHA512, SHA224

Compression: Uncompressed, ZIP, ZLIB, BZIP2

Syntax: gpg [options] [files
Sign, check, encrypt or decrypt
Default operation depends on the input data

Commands :
-s, --sign make a signature
__clear-sign make a clear text signature





image2.png
iclp
detach-sign
encrypt
symmetric
decrypt
verify

-list-keys
Uist-signatures

-check-signatures
fingerprint

ist-secret-keys

quick-add-uid
quick-revoke-uid
-quick-set-expire
full-generate-key
generate-revocation
delete-keys
delete-secret-keys
quick-sign-key.
-quick-lsign-key
sign-key
~Usign-key
edit-key
change-passphrase

Terminal

make a detached signature
encrypt data

encryption only with symmetric cipher
decrypt data (default)

verify a signature

st keys

Uist keys and signatures

Uist and check key signatures

list keys and fingerprints

Uist secret keys.

generate a new key pair

quickly generate a new key pair
quickly add a new user-id

quickly revoke a user-id

quickly set a new expiration date
full featured key pair generation
generate a revocation certificate
remove keys from the public keyring
remove keys from the secret keyring
quickly sign a key

quickly sign a key locally

sign a key

sign a key locally

sign or edit a key

change a passphrase





image3.png
File Edit View Terminal Tabs Help

:~# gpg --generate-key
gpg (GnuPG) 2.2.17; Copyright (C) 2018 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

Note: Use "gpg --full-generate-key" for a full featured key generation dialog.
GNUPG needs to construct a user ID to identify your key

Real name: Sally Mae
Email address: Smae

You selected this U
“Sally Mae <Sma Passphrase:

(E)n) Please enter the passphras

Changel(N)amch protect your new key

We need to generate
some other action ( &
disks) during the p

ﬁenerator a better

ood idea to perform
use, utilize the

word: | @
andom number

Confirm: | @





image4.png
] ne61i@kali [T

Message

Warning: You have entered an insecure passphrase.

it or

A passphrase should contain at least 1 di
special character.

Enter new passphrase





image5.png
Torminal_Tabs _Help.

[Enail address: Smaegdevry.edu

You selected this USER-ID:
"Sally Mae <Smae@devry.edu>"

change (N)ame, (E)mail, or (0)kay/(Q)uit? 0
e need to generate a lot of random bytes. It is a good idea to perform
[some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
[generator a better chance to gain enough entropy

e need to generate a lot of random bytes. It is a good idea to perform
[some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number

generator a better chance to gain enough entropy.
00t/ gnupg/trus trustdb created
ey marked as ultimately trusted
opa: directory */root/.gnupg/openpgp-revocs.d’ created
: revocation certificate stored as '/root/.gnupg/openpgp-revocs.d/AECB5D58636)

public and secret key created and signed.

pub amroq 03 [SC] |expires: 2621-69-02

8505863608D936F2C05C1
uid sall;

sub  [F5a3672]2019-09-63 [E]

rootekati:-# [





image6.png
[*-] Terminal - root@kali: ~/.gnupg
File Edit

sec  rsa3072 2019-69-03 [SC] [expires: 2021-09-02]
AEC85D5863608D936F2C05C11ADO545375087397

uid [ultimate] Sally Mae <Smae@devry.edu>

ssb  rsa3072 2019-69-03 [E] [expires: 2021-09-02]

rootekali:~/.gnupg#|gpg - -list-keys

/root/.gnupg/pubring. kbx

pub  rsa3072 2019-69-03 [SC] [expires: 2021-09-02]
AEC85D5863608D936F2C05C11AD0O545375087397

uid [ultimate] Sally Mae <Smae@devry.edu>

sub  rsa3072 2019-69-03 [E] [expires: 2021-09-02]

rootekali:~/.gnupg# [l





image7.png
Terminal
elp

nake a detached signature

encrypt data

encryption only with symmetric cipher

decrypt data (default)

verify a signature

list keys
“Uist-signatures Uist keys and signatures
~check-signatures Uist and check key signatures
“finaerp Uist keys and fingerprints

Tist secret keys

generate a new key pair

0 quickly generate a new key pair
-quick-add-uid quickly add a new user-id
~quick-revoke-uid quickly revoke a user-id
-quick-set-expire quickly set a new expiration date
~full-generate-key  full featured key pair generation
~-generate-revocation  generate a revocation certificate
~delete-keys renove keys from the public keyring
~-delete-secret-keys  remove keys from the secret keyring
-quick-sign-key quickly sign a key
-quick-1lsign-key quickly sign a key locally
~sign-key sign a key
“Usign-key sign a key locally
~edit-key sign or edit a key
_change-passphrase  change a passphrase





image8.png
File Edit View Terminal
# nano testfile.txt[]





image9.png
-] Terminal - ros gnupg

File Edit \ Terminal Help

GNU nano testfile. txt

Fhis is a test file that we will encrypt with gpg.

8 Get Help | W Write Out J Where Is Cut Text R
2 Exit & Read File W Replace Uncut Text]

8l To Spell

Justify

)¢ Cur Pos
gl Go To Line





image10.png
File Edit
-c testfile.txt

[1743]@kali

Passphrase:





image11.png
File Edit \ Termin;

root@kali:/home:
testfile.txt testfile.txt.gpg
root@kali:/home# |





image12.png
-] Terminal - roor

File Edit View Terminal Tabs Help

: # 1s
testfile. txt testfile.txt.gpg
# cat testfile.txt
This is a test file that we will encrypt with gpg.
#[cat testfile.txt.gpg
6 @@F@@@@@um #+ 70 GIOUYTUFYUUGEY - @@@]@@tw#@@B@@@Ta@@@ 6%V62CHKUC uG1LEron
61.}6-6Kkbev. 81 B4Tu-qEIR 6" 461 3 # 11





image13.png
Terminal - re

[
Overwrite the specified FILE(s) repeatedly, in order to make it harder
for even very expensive hardware probing to recover the data.

If FILE is -, shred standard output.

Mandatory arguments to long options are mandatory for short options too

-f, --force  change permissions to allow writing if necessary
-n, --iterations=N overwrite N times instead of the default (3)
--random-source=FILE get random bytes from FILE
-s, --size=N shred this many bytes (suffixes like K, M, G accepted)
-u deallocate and remove file after overwriting
--remove[=HOW] like -u but give control on HOW to delete; See below
-v, --verbose show progress
-x, --exact  do not round file sizes up to the next full block;
this is the default for non-regular files
-z, --zero add a final overwrite with zeros to hide shredding
~-help display this help and exit

--version output version information and exit

Delete FILE(s) if --remove (-u) is specified. The default is not to remove
the files because it is common to operate on device files like /dev/hda,
and those files usually should not be removed.

Press the Space Bar to View the Next Screen





image14.png
home

Edit_View Terminal Tabs
[fail, such as RAID-based file systems

+ file systems that make snapshots, such as Network Appliance's NFS server

« file systems that cache in temporary locations, such as NFS
version 3 clients

« compressed file systems

In the case of ext3 file systems, the above disclaimer applies

(and shred is thus of limited effectiveness) only in data=journal mode
which journals file data in addition to just metadata. In both the
data=ordered (default) and data=writeback modes, shred works as usual.
Ext3 journaling modes can be changed by adding the data=something option
to the mount options for a particular file system in the /etc/fstab file
as documented in the mount man page (man mount).

In addition, file system backups and remote mirrors may contain copies
of the file that cannot be removed, and that will allow a shredded file
to be recovered later

GNU coreutils online help: <https://www.gnu.org/software/coreutils/>
Full documentation at: <https://www.gnu.org/software/coreutils/shred>
or available locally via: info '(coreutils) shred invocation'
root@kali:/home# [





image15.png
@ Terminal - roor o

File Edit \ Terminal
root@kali:/home# Shred -v_-n 30 -u -z testfile.txt
: testfile. B 1731 (random). ..
testfile. 2/31 (999999).
testfile. 3/31 (249249).
: testfile. % 4/31 (333333).
testfile. 5/31 (111111).
shred: testfile. 6/31 (db6dbb). ..

shred: testfile. 5 7/31 (444444). ..
shred: testfile. 8/31 (924924).
shred: testfile. 9/31 (aaaaaa) .
shred: testfile. 10/31 (888888)...
shred: testfile. 2 11/31 (random)...
shred: testfile. 12/31 (5b6db6)
shred: testfile. 13/31 (c92492)
shred: testfile. 14/31 (6db6db)
shred: testfile. z 15/31 (dddddd)
shred: testfile. 16/31 (36db6d)
shred: testfile. 17/31 (666666)
shred: testfile. 18/31 (Tfffff)
shred: testfile. 4 19/31 (b6db6d)
shred: testfile. 20/31 (492492)...
shred: testfile. 21/31 (random)...
shred: testfile. Z 22/31 (222222)...
shred: testfile. 23/31 (000000)

testfile. & 24/31 (eeeeee)




image16.png
File Edit \ Terminal

: testfile.txt:

testfile.txt
testfile.txt
testfile.txt

: testfile.txt:

testfile.txt
testfile.txt

: testfile.txt:

testfile.txt
testfile.txt
testfile.txt

: testfile.txt:

000000000000
00000000000
0000000001

pass
pass
pass
pass
pass
pass
pass
pass
pass
pass

23/31
24/31
25/31
26/31
27/31
28/31
29/31
30/31
31/31

removing
renamed to
renamed to

(222232) .74
(000000)
(eeeeee)
(7TFFFFF)
(bbbbbb)
(555555)
[grune, 4777
flecceea) . . .
(random) .. .
(000000) . . .

000000000000
00000000000

renamed to 0000000000
renamed to 000000000

: 000000000: renamed to 00000000
00000000: renamed to 0000000
000000 renamed to 000000
000000: renamed to 00000

: 00000: renamed to 0000
000! renamed to 000
000: renamed to 00

: 00: renamed to 0

removed

: testfile.txt:

root@kali:/home# [





image17.png
File Edit
rootekali:
testfile
rootekal. gpg testfile.txt.gpg
gpg: WARNING: no command supplied. [rying to guess what you mean

gpg: AES256 encrypted data
gpg: encrypted with 1 phrase
rootekal.

testfile.txt testfile.txt.gpg <:::::j
root@kali: #





image18.png
2 Terminal - root@kali:
File Edit_View Terminal Tabs _Help

# 1s

testfile txt testfile.txt.gpg
# _cat_testfile. txt

This is a test file that we will encrypt with gpg.
3 #1





image19.png
userigubunt

$ sudo nano /etc/pa

/conmon-password




image20.png
user1@ubuntu:

Jetc/pan.d/common-password - password-related modules common to all services

This file is included from other service-specific PAM config files,
and should contain a list of modules that define the services to be
used to change user passwords. The default is pam_unix.

#
#
#
#
#
#

Explanation of pam_unix options:

The "sha512" option enables salted SHA512 passwords. Without this option
the default is Unix crypt. Prior releases used the option "mds".

The "obscure” option replaces the old "OBSCURE_CHECKS_ENAB' option in
Tlogin.defs.

R R REIR R R R

See the pam_unix manpage for other options.

As of pam 1.0.1-6, this file is managed by pam-auth-update by default.
To take advantage of this, it is recommended that you configure any

#
#

[T
Go To Line

Get Help
M Exit

wWrite out [ Where Is Cut Text Justify
& Read File @\ Replace Uncut Textgl] To Spell





image21.png
user1@ubuntu: ~

# pam-auth-update to manage selection of other modules. See
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password [success=1 default=ignore] pam_unix.so obscure shasi2
# here's the fallback if no module succeeds
password requisite pam_deny. so

# prime the stack with a positive return value if there isn't one already;
# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

password required pan_pernit.so
# and here are more per-package modules (the "Additional” block)
password optional pam_gnome_keyring.so
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# [etc/pan.d/common-auth - authentication settings common to all services
#

# This file is included from other service-specific PAM config files,

# and should contain a list of the authentication modules that define

# the central authentication scheme for use on the system

# (e.g., /etc/shadow, LDAP, Kerberos, etc.). The default is to use the
# traditional Unix authentication mechanisms.

#

# As of pam 1.6.1-6, this file is managed by pam-auth-update by default.
# To take advantage of this, it is recommended that you configure any

# local modules either before or after the default block, and use

# pam-auth-update to manage selection of other modules. See

# pam-auth-update(8) for details.

# here are the per-package modules (the "Primary” block)

auth required pam_tally.so onerr=fail deny=3 unlock_time=300fl
auth  [success=1 default=ignore] pam_unix.so nullok_secure

# here's the fallback if no module succeeds

auth requisite pam_deny.so

# prime the stack with a positive return value if there isn't one already
# this avolds us returning an error just because nothing sets a success code
# since the modules above will each just jump around

auth required pam_pernit.so
# and here are more per-package modules (the "Additional" block)
auth optional pam_cap.so

# end of pan-auth-update config
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