Course Project

Course Number: SEC285
Module 4: Bring Your Own Device (BYOD) Security Policy

Submission Due: End of Week 5

Objectives
In Module 2, you assessed the security posture of the Linux-Server VM (i.e., MetaExploitable VM) and examined the list of exploits available for the identified vulnerabilities. You also ranked the list of vulnerabilities from Critical to Low and reviewed some recommended security controls. In Module 4, you implemented a stateful firewall and multi factor authentication to mitigate some of the identified risks in Module 3. 
In this module, you will create effective security policies to guide human behavior and to reinforce practices that mitigate risks to enterprise data assets. More specifically, you are required to write a Bring Your Own Device (BYOD) security policy for ABC Corporation based on the modified SANS security policy template.

Deliverables for Module 4
The PowerPoint project deliverable template should include the following information.
1. A paragraph of the Overview of the BYOD Security Policy
2. A paragraph of the Purpose of the BYOD Security Policy
3. A paragraph of the Scope of the BYOD Security Policy
4. A paragraph of the Policy of the BYOD Security Policy
5. Answers to the questions below.
(a) Question: In what way does risk assessment impact the development of Program (security) Policies?
(b) Question: When is it appropriate to review an organization's Issue-specific (security) Policy?

In addition, submit the complete BYOD Policy in a Word document along with the PPT deliverable template for Module 4.

 
Prerequisite
Note that this module assumes that you have successfully completed Modules 1 through 3.  

Introduction
Senior managers and the board of directors are responsible for protecting their organizations' computing assets. In the age where end users are expecting to access computing resources from anywhere and at any time, it can be challenging for an organization to effectively protect data assets. As a result, security practitioners must follow best practices to reduce risks to computing resources to an acceptable level.
Security policies are high-level statements approved by senior management to guide the behavior of everyone who comes into contact with organizational computing resources. A security policy is a set of documents that address management concerns and clarify their expectations regarding proper usage of computing resources. The policies focus on what is considered acceptable behavior as opposed to unacceptable behavior. 
Note that a Security Policy can be broken down into three categories: Program Policy, Issue-specific Policy, and System-specific Policy. See Figure 1 below for categories of security policies that may exist in an organization.
Program Policy sets the direction of the security program and allocates appropriate resources to ensure it is effectively implemented. Issue-specific Policy focuses on specific technologies implemented in an organization such as e-mail and virtual private network (VPN). System-specific Policy deals with technologies (similar to Issue-specific Policy) but also address security personnel and configurations of said technologies.

Figure 1: Categories of Security Policies
Enterprise managers and the board of directors rely on Governance, Risk Management, and Compliance (GRC) to make business decisions. To that end, effective security policies must be guided by risk assessment. Impact analysis can help organizations select the most cost-effective security controls to protect computing assets. In the end, an effective security policy is the cornerstone of a great security program. All security practitioners must become familiar with the process involved in crafting a successful security policy. The next section will outline how to write a good security policy.
Note: There are many sample SANS security policies. Reading these security policies helps you understand what needs to be included in each section of a security policy. 

Procedure
ABC Corporation is planning to let their employees use their own devices to access computing resources. However, there are no security policies that provide guidance in ways that mitigate risks to ABC Corporation's computing resources. You are required to use the BYOD security policy template to complete the BYOD Security Policy for ABC Corporation.
To complete the BYOD Security Policy, perform the steps below. 
1. Download the BYOD Security template file. This is a Word document.
2. Complete the Overview section of the security policy template. Delete the instruction in the section after you complete that section.
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3. Complete the Purpose section of the security policy template. Delete the instruction in the section after you complete that section.
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4. Complete the Scope section of the security policy template. Delete the instruction in the section after you complete that section.
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5. Complete the Policy section of the security policy template. Delete the instruction in the section after you complete that section.
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6. Complete the Policy Compliance section of the security policy template.
7. Complete the Definitions and Terms section of the security policy template.
8. Complete the Revision History section of the security policy template.


Question: In what way does risk assessment impact the development of Program (security) Policies?
Question: When is it appropriate to review an organization's Issue-specific (security) Policy?

Note: Remember to submit the final BYOD Policy document (with all the required sections - Overview, Purpose, Scope, Policy, etc.) along with your PPT deliverable submission.


Congratulations! You are done with Module 4.
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