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Bring Your Own Device (BYOD) Security Policy
Free Use Disclaimer: This policy was created by or for the SANS Institute for the Internet community. All or parts of this policy can be freely used for your organization. There is no prior approval required. 
Last Update Status: Updated August 2019
1. Overview
Provide some information on how widely used tablets, smartphones, and laptops are in modern enterprises. Try to identify threats that are associated to these devices.


2. Purpose
The main goal of any IT security policy is to protect confidentiality, integrity, and availability (CIA) of data. With that said, one reason to have the BYOD security policy is to identify devices that introduce unnecessary vulnerabilities to the organization's computing resources. Address how timely discovery of such vulnerabilities will reduce the attack vector on an organization's computing resources.


3. Scope
In this area, you want to focus on which hardware, application, personnel, or department(s) will be impacted by the security policy. For instance, what type of personal devices are allowed on the network and when? Must the personnel receive formal approval before using such devices on the network? What kind of activity is allowed on a personal device? Who is responsible for granting the permission to use a device on the network?


4. Policy
Make it clear that BYOD devices are subject to security assessments prior to the acceptance to ABC Corporation's network. What is required for a device to be compliant? For instance, to be accepted into ABC Corporation's network, a device must include operating system X with latest available patches, an up-to-date antivirus software, and a firewall. Are noncompliance devices required to follow a remediation? If so, who is responsible for the remediation? 





5. Policy Compliance
The InfoSec team will verify compliance to this policy through various methods, including but not limited to, periodic walk-through, video monitoring, intrusion detection tools, business tool reports, internal and external audits, and feedback to the policy owner. 

What happens to employees not following the security policy? An employee found to have violated this policy may be subject to disciplinary actions, up to and including termination of employment. 

6. [bookmark: _GoBack]Related Standards, Policies, and Processes
What other documents such as HIPAA or PCI-DSS standards can be linked to this policy and why? 


7. Definitions and Terms
Think of terms such as BYOD, Mobile Devices, and CIA. Define them here.


8. Revision History
	Date of Change
	Responsible
	Summary of Change

	August 2019
	SANS Policy Team
	Updated and converted to new format.
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